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FINDING PRIME NUMBERS: MILLER RABIN AND BEYOND

CHRISTINA MCINTOSH

ABSTRACT. This expository paper motivates and explains the Miller Rabin
test and gives some generalizations of it. The Miller Rabin test is a standard
probabilistic test used to find large prime numbers quickly.

1. INTRODUCTION

How do we know that our personal information is safe when we transfer
it over the internet? The truth is most of us don’t. But, transferring confiden-
tial information over the internet really is safe. Surprisingly, finding large prime
numbers plays a significant role in securing our information. This is because in
1978, Rivest, Shamir and Adleman (RSA) created the RSA cryptosystem which
uses large primes. The security of this cryptosystem is based on the difficultly of
factoring large numbers into their prime decomposition. The RSA cryptosystem
has made buying and selling on the internet practical and safe. See [1, 4, 5] for
many historical comments on public key cryptography.

It is astonishing that finding prime numbers is easy even though factoring inte-
gers is very hard. Our first step in this direction will be Fermat’s theorem.

2. FERMAT’S THEOREM

Theorem 2.1. If p is a prime number and a is an integer, then a? = amod p.
Furthermore, if the greatest common divisor of a and p is 1, a?~! = 1 mod p.

A proof of this major theorem can be found in any abstract algebra text. See
[2] for a sample proof.
Applying Fermat’s Theorem to the prime 17 for example, yields

316 = 1 mod 17.

Even more important for our purposes, Fermat’s Theorem can also be used to
show a number is not prime. For instance

29699690 — 100618 # 1 mod 9699691

and we know 9699691 is not prime. For an even more dramatic example, consider
n = 72769523494671107612633. Then,

2"~1 = 1382973387568859937483 # 1 mod n
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and we see n is composite. As the smallest factor of n is greater than a trillion,
it would take considerable time to test for compositeness by trying each prime less
than one trillion. It could be hoped that this Fermat test would give an if and only
if test for primeness. That is, a”~! = 1modn iff n is prime where ged(a,n) = 1.
Unfortunately, 561 = (3)(11)(17) and yet 256° = 1mod561. It is actually worse
than this. In fact, a®® = 1mod 561 for all a with ged(a,561) = 1.(Such a number
is called a Carmichael number [4].) The question is how often does Fermat fail?
Not often. In fact, for a = 2, it only fails for forty numbers less than one million
[7].

3. MILLER RABIN TEST

There is a relatively simple extension of Fermat’s Theorem that allows one
to test for primality with a much higher probability than Fermat’s theorem. It is
based on the two following facts:

1. Over a field, the quadratic equation 22 = 1 has exactly two solutions: 1 and
—1.
2. Zn, the integers mod n, form a field precisely when n is a prime number.

The Miller Rabin test works as follows:

Let n be an odd number we wish to test for primeness.

1. Factor n — 1 in the form 2°m where m is odd and s is the number of twos
that were factored from n. (This step is very easy.) As n — 1 is even, 1 < s.

2. Choose an integer a to be the “base” and compute the following sequence of
numbers:

*) a™modn, (a™)?modn, ...(a™)* modn

This completes the calculation. Now it remains to interpret the result. By
construction

(a™)?" = 4" ! = 1modn by Fermat if ged(a,n) = 1.

(Note: If ged(a,n) > 1, n is not prime and we actually have a factor of n.) Thus,
the sequence of numbers (*) needs to end with a 1 or else n is definitely not prime.
Assuming we ended with 1, consider the number that proceeded it. We’ll call that
number xz. By the way we constructed the sequence, 2 = 1. If n is prime, then
Z, is a field which implies z = —1 or 1 . Thus a 1 must always be proceeded by a
1 or —1. If this happens, we conclude the number is “probably” prime.

It can be proved that this test gives an incorrect answer for at most i of the a
values less than n [3]. If n is a composite number and the above test using the base
a yields the output “prime”, then n is called a strong pseudoprime to the base a.
In practice, such numbers are extremely rare [7].

4. FIRST VARIATION OF THE MILLER RABIN TEST

We now would like to consider a variation on the standard Miller Rabin test. If
factoring out twos works, how about factoring out threes? More specifically, write
n—1 = 3°m where ged(m, 3) = 1. (This is possible for 1 of the numbers n). Next,
choose a base number a and compute the following sequence:

a™ modn, (™) modn, ..., (a™)* modn.
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As before, by construction (a™)? = a*™ = ¢! = 1modn. By Fermat, if n
is prime and ged(a,n) = 1, the sequence must end in a 1.

Consider the number = that proceeds a 1. By the way the sequence is con-
structed, 23 = 1. If n is prime, Z, is a field, which implies 23 —1 = (z—1)(z2+z+1)
which in turn implies = 1 or z is a solution to 22 + z + 1 = 0. Even though
we have no idea which numbers besides 1 are cube roots of 1 in Z,, we do have
a simple test for such numbers. Compute z? + 2 + 1 and see if it is 0. Thus, to
perform our test, we do the following:

1. Check to see if the sequence ends with a 1.
2. Check to see if each number proceeding a 1 is a 1 or a solution to z2+z+1 = 0.
(This is easy to perform).

For example, let n = 321503175. Then n — 1 = 3%(39691750). With s = 4 and
a = 2, the sequence of numbers becomes

858624235, —689818282, 514160435, 1, 1.

It can be noticed that 5141604352 + 514160435 + 1 # Omodn. This yields n
is not a prime number. It should be noted, using the standard Miller Rabin test
with @ = 2 for this number yields the incorrect result that n is prime.

5. SECOND VARIATION OF THE MILLER RABIN TEST

Let F' be a finite field and choose a # 0. A standard theorem from Abstract
Algebra implies F* = F\ {0} is a cyclic group under multiplication. Suppose
|F| = m. Then, |[F*| =m — 1, Hence a™~! = 1. This is very similar to Fermat’s
Theorem. This can be used to develop a test for primeness.

Suppose n is a number we wish to test for primeness. First we will build a
field. We do this by constructing a polynomial that is irreducible modn. Call it
p(x). Then Z,[z]/p(z) is a field and |Z, [z] /p (z)| = nd®eP(®) This means if
m = ndeP®) and if f(z) is in the element of Z, [z] /p (z) it follows f(z)™ ! =
1modp (z). This gives a test for n being prime. We list the steps below.

1. Choose an irreducible quadratic p(x) over Z, [x] .

2. Choose a base polynomial in Z, [z] /p(x). Say x+ 1 is our base polynomial.

3. Write m — 1 = 2%g where ¢ is odd. Compute the sequence (x + 1)7, ((z +
D2, .., ((x+ 1)) = (z+1)™ ' mod p(z).

This 2° sequence of polynomials should end in a 1. Each 1 should be proceeded
by a 1 or —1 because x? = 1 has exactly two solutions in the field F, as before.

For example, suppose n = 593858003. Then if n is prime, then p(z) = 22 +8x+1
is irreducible in Z,[z]. Then s = 3 using = + 1 as our base, the sequence in
Zy[z]/2? 4+ 82 + 1 becomes

—162631050z — 14803387, —31552933x — 126211732, —-1,1,1

and the test yields n is prime.

!Finding an irreducible quadratic in Z,[z] is itself an interesting problem, but we leave that
for another paper.
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